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Should Schools and Lawmakers Do More to Prevent Cyberbullying?

Quick Summary
The Cyberbullying Research Center defines cyberbullying as the willful and repeated harm inflicted through computers, cell phones, and other electronic devices (Hinduja, Patchin). Bullies use modern technology to degrade or demean peers. One teen might send hurtful or threatening messages to another or spread gossip and rumors through text to the peer group of that person. A cyberbully can hack into another person’s social networking account, creating videos, or posting malicious comments with the intent of harassing another teen. Teenagers gather through social networking sites, communicating online after school is out and even during school. Bullying others online is easier than bullying in person. “Apart from the measure of anonymity that comes with posting online, it’s easier to type out a hateful comment to someone than to speak it face to- face. When a person uses hurtful words in real life, the speaker can generally see the effect right away; but in cyberspace, no swift response shows the in appropriateness and effects of his or her actions” (Hinduja, Patchin). 
Cyberbullying is a growing concern for state and federal lawmakers, school administrators, and experts alike. The harmful effects of off campus online interactions are evident at school. This is where students are physically together. Both bullies and their victims are at an increased risk for health, safety, and educational dangers. Although there are many other sides to the problem of cyberbullying to discuss, the following shows only some of the concerns facing these three perspectives.

State and Federal Lawmakers 
“[The term] cyberbullying is used for electronic harassment or bullying among minors within a school context. Recent cyberbullying legislation reflects a trend of making school districts the policy enforcers of such misconduct” (NCSL). This results in a need to revise school wide policies addressing the issues of bullying to incorporate online interactions among students. Current state laws include statutes that include on campus interactions, however many states are now including off campus interactions. These interactions while off of school grounds have detrimental effects on campus. This is where the students are physically together.  “The sanctions for cyberbullying range from school/parent interventions to misdemeanors and felonies with detention, suspension, and expulsion in between. Some of these laws promote Internet safety education or curricula that covers cyberbullying” (NCSL).

“The First Amendment to the United States Constitution provides broad protections to speech, including speech that is racist or otherwise offensive (US Const., amend. I). The principle underlying free speech is a marketplace of ideas, in which distasteful or offensive speech is answered by more speech” (Henry 236). A quote by Jessica Henry discusses the current problem with cyberbullying laws. Freedom of speech is protected, until that speech goes too far. 
American legal jurisprudence leans heavily in favor of public discourse and away from speech regulation. The United States Supreme Court has ruled that the First Amendment applies in full measure to speech on the Internet. In other words, hateful and offensive online speech enjoys the same robust First Amendment protections as any other form of speech. As a result, the government cannot restrict online speech unless that speech falls within an unprotected category, such as speech that is obscene or that represents a ‘true threat’ (Henry 236).

Without changing the laws regarding cyberbullying, lawmakers and law enforcers walk a fine line between punishable offences and infringing on constitutional rights. One major problem they face is what actions constitute crossing that line.
School Administrators

“Bullying has sometimes been seen as an inevitable part of school culture or a rite of passage for youth” (Willard 80-81). Many students have instant access via cell phone to the internet. This increase has brought much needed attention toward cyberbullying in schools. Bullying affects both the bully and the bullied with the consequences being quite extensive. Schools and policy makers are taking notice of these problems. Bullying damages the dynamic of the school atmosphere. Serious dangers including health, safety and educational problems are experienced by both the bullies and their targets. “Research indicates that bullying is prevalent in schools. The rate of bullying varies depending on how the questions are asked. In a recent study, over 49% of elementary, middle, and high school students reported being bullied by other students at school at least once during the previous month. Additionally, 31% of the students reported bullying others during that time” (Willard 80-81). These numbers are alarming between twenty percent up to fifty percent of students experience cyberbullying and nearly one out of every three students bully. Can schools do more to control cyberbullying?
“While school administrators recognize the need to regulate cyberbullying and related cyber offenses, many are uncertain about their legal authority to discipline students for their online postings” (Conn, 91). Online interactions usually occur outside of school grounds, but with the majority of kids having cell phones. Online interactions or even texting can happen anywhere and at any time. Many school districts have simplistic and outdated computer use policies that provide no grounds for disciplining students for online abuses. In addition, neither federal nor state statutes create sure grounds for school administrators to report students’ improprieties to law enforcement officials (Conn, 91).

School representatives face many legal boundaries when dealing with disciplinary measures towards the online interactions of its students. “Case law is limited and provides unclear guidance. The basic legal standard is that school officials can place educationally based restrictions on student speech that appears to be sponsored by the school or that is necessary to maintain an appropriate school climate” (Slovak, 7). Online speech regardless of its original location is applicable in this situation. This standard applies to student speech through the district Internet system or via cell phones used at school. “For off-campus online speech, the courts have ruled that there must be a substantial and material threat of disruption on campus. But how this standard might be applied to severe off campus, online speech by one student against another student is unknown” (Slovak, 7). 

Schools officials are restricted by laws and school policies against disciplining cyberbullies. Another option could be prevention through education. Educating the students and their parents of the problem and what they can do about it.
Experts from the Cyberbullying Research Center 

Bullies have difficulty with relationships in general, with friends and with parents. They have poor coping skills, poor emotional management, and ineffective communication skills. Bullies are likely to be a part of criminal behavior as adults, be abusive toward their children and spouses. Bullying has advanced with technology and the internet. Cyberbullying extends across the entire world this can amplify the damage. The World Wide Web allows people to access one another locally and globally. This is generally a positive thing. The issue becomes complicated. Kids send posts online and do not take time to consider what their message may do or who it may reach (Hinduja & Patchin). A recent study from the Cyberbullying Research Center shows some statistics about cyberbullying.
Estimates of the number of youth who experience Cyberbullying vary widely, ranging from 10 to 40 percent, depending on the age of the participants, how the behavior was measured, and the way the study was designed. In our 2010 survey of more than 4,400 randomly selected 11- to 18-year-old students, we defined Cyberbullying as ‘when someone repeatedly makes fun of another person online, or repeatedly picks on another person through e-mail or text message, or when someone posts something online about another person that they don’t like.’ Using this definition, approximately 20 percent of those we surveyed indicated they had been a victim at some point in their lifetime. About this same number admitted to Cyberbullying others, and about 10 percent said they had been both a victim and a bully (Hinduja & Patchin).
The Cyberbullying Research Center has done extensive studies regarding the effects cyberbullying has on both the bully and the bullied. Nearly one out of every five students experiences it, or does it. The harmful effects are detrimental to the mental state of youth, leading to lifelong problems.
Conclusion
There is clear and distinct proof that in person bullying is detrimental to both the victims and to bullies. Bullying through the use of technology can be far more demoralizing, occurring anywhere and at any time of day. Perpetrators can be anonymous, intentionally vicious, or simply bored and looking to play a joke. It may be a reaction to a misunderstanding between friends, or intentionally trying to cause former friends harm. Cyberbullies get a sense of empowerment, gratification, and fail to see the repercussions to their actions. 

 “Courts certainly must safeguard protections afforded by the Constitution; freedom of speech and expression from restraint or infringement by government actors is a cornerstone of American values” (Conn, 99). Within the school, individual protections conflict with the rights and responsibilities of school administrators. Students must be protected from physical or psychological harm at the hands on-campus and off-campus bullies. Federal and State legislatures need to implement procedures to afford school officials the authority to punish the perpetrators of cyberbully crimes. (Conn, 99).
Victims were nearly twice as likely to attempt suicide compared to kids who had not experienced cyberbullying. One in five middle school students surveyed by the cyberbullying research center reported having serious thoughts about attempting suicide (Hinduja & Patchin).

In a story by Jessica Bennett, this shows how bullying and cyberbullying are intertwined. Interactions both on school grounds and online can have detrimental effects to individuals and disrupt a safe school atmosphere. How the words and actions of others can have unintended and, life altering results.
It started with rumors, a love triangle, and a dirty look in a high-school bathroom. Soon jokes about an "Irish slut" cropped up on Facebook, and a girl’s face was scribbled out of a class photo hanging up at school. One day, in the cafeteria, another girl marched in, pointed at her, and shouted "stay away from other people’s men." A week later, as the girl walked home, a car full of students crept close. One kid hurled a crumpled soda can out the window, followed closely by shrieks of "whore!" If your children had behaved like this, how would you want them punished? Certainly a proper grounding would be in order; computer privileges revoked. Detention, yes—maybe even suspension. What about 10 years in jail? Now what if we told you that the girl had gone home after the soda-can incident and killed herself—discovered by her little sister, hanging in a stairwell. Now which punishment fits the crime? This is the conundrum of Phoebe Prince, the 15-year-old South Hadley, Mass., girl the media have already determined was "bullied to death"  (Bennett).
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